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Ban hinh Quy chii tlim bio an toin, an ninh th6ng tin trong ho4t tlQng ri'ng dgng
c6ng ngh6 th6ng tin cfia c6c co qu.ln nhir nuric tr0n dia bdrn tinh S6c Tring.

u* elx r{tliN oAx rixs soc rRING
Cdn cri Lupt TO chuc Hq'i d6ng nhAn ddn vh Uy ban nh6n dAn tO

lIl2003lQH11 ngdy 26 thitng I 1 ndm 2003;

Cin cir Lu4t Ban hirnh vdn ban quy phpm ph6p 1u4t cria HQi d6ng nhAn d6n,

Uy ban nh6n dAn sO 3112004,/QH11 ngdy 03 thring 12 ndm2004;

Cdn cf Lu4t C6ng nghe thdng tin so 67120061QH11 ngdy 29 thSng 6 ndm
2006:

Cdn criNghi dinh s6 63/2007.IIrID-CP ngdy 10 th6ng 4 ndm2007 cua Chfnh
phri quy dinh xu ph4t hdnh chfnh trong lInh v.uc c6ng nghe th6ng tin;

.Cdn cri Nghi dinh sd 6412007 ND-CP ngay 10 th6ng 4 ndm 2007 cria Chinh
phir vd viQc img dUng c6ng nghe th6ng tin trong ho4t dQng co quan nhd nu6c;

Cdn cu Thdng 1u s6 OL12}L1/TT-BTTTT ngey 04 th6ng 01 ndm 20ll cia
BQ Th6ng tin vd Truydn thdng v6 c6ng b6 danh mpc ti6u chudn vO img dUng c6ng
nghe th6ng tin trong co quan nhi nu6c:

Cdn cri Chi thi sO OIIZOOTICT-BBCVT ngdy 23 thing02nirn20OV cua B$
Buu chinh, vi6n th6ng vd viQc tdng cucrng d6m b6o an ninh th,3ng tin tr6n m4ng

Internet;
rr +L ' at 11 + r a '
Theo d€ nghf cua GiSm d6c So Th6ng tin vir Truy€n th6ng,

QTIYET DfrlH:
Diiju 1. Ban hdnh kdm theo Quy6t dinh ndy Quy chii dim b6o an todn, an

ninh th6ng tin trong hoat dQng img dgng cdng nghe th6ng tin cria c5c co quan nhd

nudc tr€n dia bin tinh S6c Trdng.

Di6u 2. Quy6t dinh co hiQu lgc thi henh sau 10 ngAy k6 tu ngiy ky.

Didu 3. Ch6nh Vdn phong UBND tinh, Thri truong c6c co elan nhd nu6c
tryc thuQc UBND tinh, Chi tich UBND c6c huyQn, thi xd, thenh ph6 tren dia bdn

tinh S6c Trdng vd c6c t6 chfc, c6 nh6n c6 li6n quan chiu trrich nhiQm thi hdnh

Quyet dinh ndy./.

Noi nhQn:
- Nhu Di6u 3;
- VPCP;
- B0 TTTT;
- Cuc KTVB-BTP;
- TT, TU, HDND tiNh;

-CT,cic PCTUBND tinh;
- Luu: VX, QT, CNTT, FIC.
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QUY CHE
an toin. an ninh thdng tin trong ho4t alQog ting dgng cdng nghe

rg tin cua cic cu quen nhir nuric tr6n dla bin tinh S6c Tring .

im theo Qu;,ir ini: si 10 /2013 QD-L-BJD ngdr' 08/4/2013

cia Ll ban nhdn dan tfuh Soc Trang)

Chucrng I
\-Ht\C QUY D[\E CIrLriG

Di6u 1. Ph4m vi di6u chinh

Quy cht! nirl' qu1' dinh cdc nQi dung cua cdng t6c dim b6o an todn, an ninh
thdng tin, bio mQt trdn moi tnrong m?ng trong ho4t dQng trng dung c6ng nghg

th6ng.tin cua c6c co quan nhir nuoc, dcrn vi sU nghiep tr€n dia birn tinh S6c Tr[ng,
bao g6m: cong t6c x6y dpg cdc quy dinh quin lj- clam bAo an todn, an ninh thong
tin; r.iQc rip dgng cdc bien phrlp qu?t ly b- thu{t. quan lj- r'An hanh dAm bAo an

todn, an ninh th6ng tin cloi voi h€ th6ng th6ng tin.

Diiiu 2.DAi tugng 6p dgng

. 1. Quy chti ndy dugc 6p dyng AOi voi cilc co quan nhd nu6c thupc tinh, bao
gd-, c6c sd, ban ngirnh, doirn"th6 vd c6c dcrn vi sp nghiQp tryc thuQc Uy lan nhSn

dAn tinh; c6c phong, ban vir Uy ban nhAn ddn cdc x6, phuong, thi trAn thuQc Uy'

ban nhAn ddn ciic huyQn, thi xd, thdnh ph6 (sau ddy gqi t6t ld co quan, don vi).

2. CAn bo, c6ng chric, vi6n chric dang ldm viQc trong c6c co quan, don vi
n6u t4i Kho6n 1, Di0u niry vir nhirng t6 chric, c6 nhdn c6.li6n quan 6p dgng Quy
ch6 niry trong viQc vAn henh, khai thrlc vh sri dUng hQ th6ng th6ng tin t4i cac co
quan, dcrn v!.

Di6u 3. Muc tlfch tlim b6o an toin, an ninh th6ng tin, bio m$t tr6n m6i
trudng m?ng

1. GiAm thi6u dugc c6c nguy co gdy r,,l c5 -6t a.t todn th6ng tin vd d6m b6o

an ninh thdng tin trong quri trinh tham gia ho4t ClQng trdn m6i trucrng m?ng.

2. C6ng t6c dhm b6o an todn, an ninh th6"ng tin, b6o mAt tr€n m6i trucrng

m?ng ld mQt trong .*rittrg nhiqm vu trgng tdm d0 d6m bio thdnh c6ng trong viQc

img dung c6ng nghQ th6ng tin trong c6c co quan, dcrn v!,

Didu 4. Giei thfch tir ngfr

Trong Quy ch6 ndy, cdctir ngu du6i ddy dugc hi6u nhu sau:

L Tinh tin cQy: Dim b6o th6ng tin chi c6 th6 dugc truy nhQp boi nhirng
nguoi dugc c6p q,ryAn su dpng.

2. Tinh todn ven: 86o vQ su chfnh x6c vir dAy dir cua th6ng tin vh c6c

phuong ph6p xu ly thdng tin.



3. Tinh s&n sdng: Dirm bAo nhirng ngudi 6uQS .Ap quyen c6 th6 truy nh4p

thong tin viro c5c tdi sAn li6n quan ngay khi c6 nhu cdu'

4.HC th6ng th6ng tin: Lit mQt taP

-Am vdr c5c hQ m4ng truy6n th6ng dugc

t4o, phdn phOi vd chia s6 c6c dfr liQu, thO

ti6u cua t6 chftc.

5.Dam bdo hn todn, an ninh th6ng tin (ATANTT):Lirvi6c b6o vQ th6ng tin

s6 vd cac hQ th6ng th6ng tin ch6ng lui cdc nguy co tg nhi6n ho{c do con n i gdy

ra nhim d6m bno cho hE th6ng th6ng tin thuc hiQn dirng chirc ndng, phqc dung

ddi tuqng m9t.c6ch sin sdng, chinh x6c.vd tin c4y. NQi dung an todn, ninh

th6ng tin bao gdm bAo vQ an todq meng vir hp tdng th6ng tin, an toirn m6y tinh, dir

liqu vir c6c img dUng c6ng nghe th6ng tin.

: Ld cAu hinh clugc c6c nhd sin xu6t thi6t bi, phAn -e''',
khuy im loai bo c6c xung dgt, 15 hong c6 thd xdy ra trong qu6

trinh

7. o ti6P c6c img nhOn 
9Y 1i:l'

mdi tmg tucrng ao ti6p, gng PhO bi6n

duqc d?t Qu c6n nh danh img dPng cl6.

Khi m6y tinh su dung dich vp ndo thi c6ng giao ti6p tucrng img v6i dich vu it6 sE

m0.

8. Giao thac (Protoc.ol): Ld tAp.hgrp c6c qui t69, qui uoc truyAtt th6ng cua

m?ng md t6t ch c6c thuc th6 tham gia truyen th6ng ph6i tudn theo.

9. Virus mdy tfnh: Ld mQt chuong trinh hay m ndng tu sao

ch6p chinh n6 tir COi t,tqttg ldy nhiSm ndy sang doi pc dich gAy

hpi cho m6y tinh.

10. Ban ghi nhat ky hC thiing (Loffile): Ld mQt tpp tin dugc t+o.ta.tr€n m6i

thi6t bi cua hC tnOng thdng tin nhu tuong lta, mdy chri img dung,"' c6 chria tat ca

th6ng tin v6 c6c ho4t ttQng xhy rutr6n thi6t bi d6'

tI.TCyN 7562: 2005: Ti6u chuAn Vipt Nam vd md thUc hdnh quin lf
ATANTT.

12.ISO l77gg:2005; Ti€u chuAn Qu6c t6 cung cdp citc hu.crng d6n quin ly

an todn b6o mdt th6ng tin dga tr€n quy pham cdng nghiQp t6t nhat (tflp quy pham

cho qu6n Iy antodn, b6o mpt th6ng tin).

13. ISO 27001; 2005: Ti6u chuAn Qutic tti vA quaq ly bao m4t th6ng tin do

T6 chuc Ch6t lugng eu6c t6 vd HQi ddng Di6n tu Qu6c tO xu6t b6n vdro th6ng

r01200s.

Chuong II
Ner DUNG oAvt nAO AN TOAN, AN NINH THONG TIN

Didu 5. C:{c biQn ph6p quin ly v$n h}rnh trong c6ng t6c an toin, an

ninh thdng tin vir bio mQt

1. D6i v6i c6c c0 quan, don vi:



a) Trang bi dAy du k.iin tauc bAo rna: .-.r'ean cho c6n bQ, c6ng chirc, vi€n
chuc truoc khi cho phdp rru) niep vd sri dUnJ r: ih.ing thuing tin;

t ' ^ib) Bo tri c6n bo. cong .'huc- r'i€n chu.- .-:'r.r\.3n trdch hodc phu tr6ch v6 cdng
nglrg thong tin (sau dal' goi Ia cin bd chul dn rriclr r. Cdn bd chuy0n tr6ch cAn phii
co c6c kien thirc r'€ mpng r a quan tri mang mi;. rinh: ki€n thric ,r€ ur todn, an ninh
rhong tin trudc khi ti€n hanh cd.- hoat d0ng quen l;. har-$- thuAt nghiOp vu;

, ^\ | .

. c) Cdn huy bo qu1'en tru1 nhdp hQ thelng rnons tin. dam bAo viQc thu h6i lai
tlt cd cric tdi sin li€n quan toi h+ thor g rh.lng tii itai kho6n, kh6a, thd nhAn
r \ r{. .^

dAng,..-) doi v6i nhdn r ien di chdm.dut hqp dont hai- nghi vi6c vd dim b6o khA
ndng vdn truy nhap dugc vao c6c hd so dugc tilo ra boi nhAn vi6n d6 (ph6i bdn
giao tru6c khi roi khoi co quan, dcrn vi);

d) Xrlc d-inh vd phAn bo kinh phi dAu ru cdn thiet d6 bio vQ h6 th6ng th6ng
tin ho4t dQng t6i uu.

2.Dlivoi c6n bQ chul-dn tr6ch tpi c6c co quan, dcrn vi:

a) Duoc Thu truon-q co quan, dcrn r i dam bAo dieu ki€n hoc tAp, ti5p thu
^ i ^ r.i

cong nghe, ki€n thfc an todrn. an ninh vd bao mdt thdng tin;

b) Chfu tr6ch nhiQm tham muu chul-in mon va vdn hanh an todn he thong
th6ng tin cua co quan, don r-i theo nhiQm \ u duoc Thu truon-q co quan. don vi
phdn c6ng;

c) Thucmg- xuy6n c4p nhAt c6u hinh chudn cho c5c thdnh phin cua hQ thdng. ,, .r -:. ' e
th6ng tin, khi ti6n hdnh cdi d[t vd thi€t l6p cAu hinh cho c6c s6n phAm an toirn
th6ng tin (phAn cung vd phAn m6m) nhmg v6n phii duy tri y6u cAu hoat d6ng tdt
cua hQ th6ng th6ng tin, kh6ng bi gi6n dopn;

. q) C6u hinh hQ th6ng th6ng tin chi cung c6p nhrmg chfc ndng thiet 1-6u
nhAt; cAm, hqn ch6 su dung chirc ndng, cong giao ti€p m?n_e, giao thuc vd cric dich
4r kh6ng cAn thi6t;

d) Sao luu thdng tin 6 mric nguoi dung vd mric h€ th6ng (bao g6m trqng
th6i h9 th6ng th6ng tinj vd luu trir th6ng tin sao luu t4i noi an toen. DoIg thoi, tE
chilc kiOm tra th6ng tin sao luu d€ <t6m b6o tinh sin sdng vir todn vgn thdng tin;

e) Tri6n khai co ch6 ch6ng virus, thu r6c cho nhring hQ th6ng xung y6u hi6n
hiru (firewall, mail server,...) vd tai,c6c,miry tram, m6y chu, crlc thi6t bi di d0ng
trong m?ng. T6 chric sri dpng co ch5 ch6ng virus, thu r6c dd ph6t hi6n vd loai trir
nhirng do4n md d6c hai (virus, trojan, worms,...) dugc truydn tei bdi thu di6n tir,
t4p tin dfnh kdm tir Internet, thi5t bt luu trir di dQng Ae nrai th6c l5 hong cua hd
th6ng th6ng tin. DOng thdi, cAp nh4t co ch6 chdng virus, thu r6c thudng xuy6n sao
cho phu hqp vdi quy trinh vdr chinh s6ch quin ly c6u hinh hg th6ng th6ng tin cira
td chric. CAn cAn nhec vi€c sri dung phAn -dm ch6ng virus tu nhidu hang phdn
ptrOi khac nhau;

g) Thpc hiQn vi6c d,6nh giit, b6o crio c6c rui ro vd mric dQ nghiOm trong c6c
rrii ro d6. C6c rui ro do c6 the xAy ra do sr-r truy cdp trin ph6p, su dung trii ph6p,

i ., rl.,
mat, thay doi hoac phri huy thdng tin va he th6ng thong tin"



Di6u 6. C:ic biQn phrip quin l)'ky thuit cho cdng t6c an toin, an ninh

thdng tin

1. So d6 h9 th6ng m?ng cta co quan, don vi phii duoc bAo m4t tuyQt doi

theo quy dinh vd img v6i trmg chftc ndng vpn hdnh cua cac m6y chtr md c6 co chO,

chinh sach b6o mpt phu hqp ri€ng, 9uy theo c6c dich vU hay img dgng nhu:

Websites, hQ thdng thu diQn tir, h9 !hg"g l"al lf tdn mi6n, T tY dfr liqu,. . . mir

thi€t lQp c5c tulng hia thich hqp (phdn crmg hoflc phdn m€m) vir chinh s6ch an

todn, an ninh kh6; nhau theo ttmg !-ung (tttt" ,."ttg O,utsid9, DML Inside vir

Managerment) nhim dirm b6o an todn, an ninh th6ng tin t6t nhAt.

2. D6\ v6i ciin bQ chuyQn tr6ch chfu tr6ch nhiem tryc vir quirn tri mang lu6n

tuyQt d6i tuan theo c6c quy dinh, qu]'' trinh vd c5c quy ch6 v6 an toirn, an ninh

th6ng tin mpng vir theo c6c quy dinh hi€n henh cria nhd nu6c.

n\y c6ctdi khoin ctra hQ th6ng th6ng tin,
ieu h6a vd lo4i b6 c5ctdi kho6n. D6ng
th6ng th6ng tin ft nfrAt Ot lArVndm vd

vi€c quAn ly cdc tdi kho6n cira hQ th6ng

thdng tin.

mQt sd hiru h4n lAn ddng nhap sai 1i6n

6a tdi kho6n hodc c6 lap tiri khoin trong
ti6p tr,rc cho d6ng nhap n6u li€n tpc ddng

hti truy cQp m4ng kh6ng dity; gi6m s6t vh

su dgng chimg thgc vd md h6a dd b6o vQ

in.

vdo b6n nhat ky it nhdt c6c su kiQn sau:

t6c cdu hinh hQ th6ng vd qu6 trinh truy
bin ghi nhat ry

d6 x6c dinh nhtng sg kiQn nho dd x 6 crta sg ki6n cl6

; ;;.h6 Uao v9 
"a 

irro giir nhat hf at ainn'

Di6u 7.XAry d$t g quy ch6 nQi bQ dim bio an toin, an ninh thdng tin

I. Cilc co quan, don vi phii ban henh quy ch6 nQi bQ, dim b6o quy dinh 16

cdc viln dd sau:

a) ypc ti6u vd phucrng huong thqc hi€n c6ng t6c dhm b6o an todn, an ninh

cho hQ th6ng thOng tin;

b) Nguy6n tic phAn,lo4i vd quin ly mric d9 t1u ti6n ddi v6i c6c tiri nguyOn

cua hQ th6ng th6ng tin lptrAn -6*, d.t lierr, trang thi6t bi,...);



c I QuAn ly phAn qu1'6n r-a tr6ch nhi€m d.li r oi nme c6 nhAn khi tham gia su
dUng hJ th6ng th6ng tin;

d) Quan ly vn di6u hinh hQ th6ng md,. .-hu. thi0t bi m?ng, thi6t bi b6o,vQ
m?ng mQt c6ch an todn;

d) Kiem tra, rd, so6t r-a khic phUc sU cQ an toan. an ninh cua hO th6ng th6ng
tin su dUng cric bi6n phrlp tron_s Dieu 5 vd Diiu 6 cua Qu1,'ch€;

e) Nguy6ntEc chung su dgng an toan r-a hieu ciua d6i voi todn b0 c5 nhAn
tham gia sri dUng hC thong thong tin;

g) 86o c6o tdng hqp tinh hinh an todn. an ninh cua hQ th6ng th6ng tin theo
dinh ki'.

2.'C6c co quan, dcm r i xA-v dpg qu1' ch5 an toan, an ninh th6ng tin cdn cir
c6c tiOu chuAn k! thudt quin 1.v- an todn, an ninh th6ng tin theo bQ tieu chuAn
TC\rN 7562:2005 vd ISO IIEC 17799:2005 tai Phu lpc I kdm theo Quy chti ndy dti
c6 sg lga chgn 6p dpng phu hqp.

Didu 8. XAy dgng vh Sp dgng quy trinh dim b6o an toin, an ninh th6ng
tin

1. Cdc co quan, dcrn v! phai xdy dpng vd 6p dUng quy trinh dam b6o an
todn, an ninh cho hd th6ng thdng tin nhim giim thi6u c6c nguy co gay sg c6, tao
diAu ki€n cho vi6c khic^phuc vd truy v6t tro.rg truong hqp c6 rp .6 xAy ra. N6i
du.rg ctra quy trinh c6 th€ chia ldm c6c bu6c co bin nhu:

.:,a)LAp ke hoach b6o vQ an todn, an ninh cho hQ th6ng th6ng tin;

b) Xdy dUng hQ th6ng bAo vO an todn, an ninh th6ng tin;

c) Quin ly vd vAn hdnh hQ th6ng b6o vO an todn, an ninh th6ng tin;
,, --. I

d) Ki€m tra drinh giithoqt dQng cria hd th6ng b6o vQ an todn, an ninh thdng
tm;

d) 86o tri vd nAng c6p hQ th6ng b6o vQ an t dn, an ninh th6ng tin.

2. Circ co quan, dcm vi tham kh6o c6c budc co bin d6 xAy dgng khung quy
trinh dim bio an todn, an ninh thdng tin cho h6 th6ng thdng tin t4i Phu luc II kdm
theo Quy chti ndy vd ti€u chuAn Qutic t6 ISO 27001:2005.

Chuong III
rnAcn NHrpM oAru BAo AN ToAN, AN NrNH THONG TrN

Di6u 9. Trich nhiQm cria c6c co quan, tlcrn vi

l. Thir tru0ng c6c co quan, don vi c6 tr6ch nhiQm thgc hiQn c6c quy dinh tai
ri

Quy che ndy vd chiu tr6ch nhiQm todn diQn tru6c UBND tinh trong c6ng t6c bAo

vQ an todn, an ninh th6ng tin cta co quan, dcrn vf php tr6ch.

2. Khi c6 sq .6 ho{r nguy co m5t an todn, an ninh th6ng tin kip thdi 6p

dUng mqi biQn ph6p de rurEc phUc vir hpn chti thiqt hai, uu ti6n sri dUn€ lgc lugng
k! thuqt vd ATANTT cira co quan, {on vi vd lpp bi6n b6n, b5o cilo bang vdn b6n
cho co quan cAp tr€n qu6n ly trgc ti6p vd So Th6ng tin vd TruyOn th6ng. Trucrng



th6ng d6 duqc hudng dAn, h6 trg.

3. Tpo diQu kiQn thufn lgi cho c6c co quan chuc ning tham gia khdc phgc sg

cd vd thgc hi6n dring theo hudng d6n.

4. PhOi hqp v6i dodn ki6m tra <16 viQc trGn khai c6ng t6c ki6m tra khlc phuc

ru .6 diSn ra nhanh ch6ng vd dat hieu u6; ddng thdi cung cAp dAy dri c6c th6ng

tin khi dodn ki6m tra y6u cAu.

5. 86o c6o tinh hinh vd ktit qui thqc hiQn cdng t6c d6m b6o an todn, an ninh

th6ng tin tai co quan, <lcm vi vd gui v6 So Th6ng tin vdr TruyOn th6ng dinh ky hdng
'ndm (tru6c ngdy 15 th6ng l2).

Didu 10. Trich nhiQm
quan, dcrn vi

cfia cin bQ, cdng chrftc, vi6n chri'c trong cic co

1. Nghidm chinh thi hanh c6c quy ch6 nQi b0, quy trinh ,rC ntRNTT cria co

quan, Aon vi cfing nhu c5c quy dinh kfi6c cta ph6p luQt; nAng cao y thric c6nh giSc

ua tr6.h nhiem dim b6o an todn, an ninh thdng tin tpi ccr quan' tlon v!.

2.I<hi ph6t hiQn su cO phii b6o cito ngay vdi c6p tr6n vi b0 phan chuy6n

trtrchAd Kp thoi ngln chf,n, xt lY.

3. Hucrng img, tham gia cdc chuong trinh ddo t4o, hOi nghi 
".- 1" toan, an

ninh th6ng tin do So Th6ng tin .,'d-Tru)4n th6ng vd c5c co quan chirc nang td

chitc.

Didu 11. Trfch nhiQm cfra S& Thdng tin vi Truydn th6ng

1. Tham muu UBND tinh vA cdng t6c dlm b6o an todn, an ninh th6ng tin

tr6n dfa bdn tinh vd phdi hgrp v6i c6c co q-uary don vi 1i6n quan trong viQc d6m b6o

an todn, an ninh cho c6c hQ th6ng th6ng tin cdp tinh-

2.Xdy dUng vd tri6n khai ciic chuong trinh ddo t4o, hQi nghi tuyOn truyAn an

todn, an ninh th$ng tin trong c6ng t6c quin ly nhe nudc tr$n dia bdn tinh.

3. Tuy theo mirc <10 sU ci5, phOi hqp Trung tdm l/ng ciru khAn c6p m6y tinh

Vipt Nam O1NCERT) vd c6c don vi co li6n quan hu6ng d6n xtr ly, img criu c6c sg

c6 th6ng tin.

4. Hu6ng d[n, gi5m s6t c6c co quan, don vf x6y dpg quy ch6 vd thgc hiQn

viQc d6m bio an todn, an ninh cho hQ th6ng th6ng tin theo quy dinh cria ph6p lu4t.

coxc rAc rHANr;[ffi,-tlhM rRA AN roAN,
AN NINH THONG TIN

nim
hu tri, phOi hqp c6c co quan, dcrn vf li€n

an ninh th6ng tin tai cdc co quan, don vi



2. Ti6n hdnh ki6m tra dQt xu6t cac co quane don vi khi c6 d6u hiOu vi phpm
an todn, an ninh trong hg thong thdng tin.

Didu 13. Quan hQ phiii hqp vir trfch nhiQm cfra cfc co quan chri'c ning
li6n quan

1. Sd Th6ng tin vi Tru1-en th6ng:

a) Chiu tr6ch nhieq chu ri, ph6i hoo voi c6c co quan chric ning li6n
quan d€ thdnh lAp Dodn kidm tra vd tri6n khai, b6o c6o c6ng t6c ki6m tra an todn,
an ninh th6ng tin trdn qu1'm6 todn tinh;

b) TO cfrirc xu lf c6c hinh vi vi pham an todn, an ninh th6ng tin gAy thiQt
hpi cho hQ th6ng thdng tin thuqc c5c co quan, dcm vi tr6n dfa bdn tinh theo thAm
quyen;

c) Tuy6n truydn c6ng tic an todn, an ninh th6ng tin tai c6c co quan, dcm vi
tr6n dia bdn tinh.

2. Tr6ch nhi€m cua C6ng an tinh:

a) Phdi hqp S& Thdng tin vd Truydn th6ng ki6m tra cdng tdc antodn, an
ninh th6ng tin;

, b) Di€u tra vd xu li c6c tnrdng hqp vi ph4m an todn, an ninh thdng tin theo
tham quy6n.

. ..Chucrq V
TO CHUC THTIC HIEN

Didu 14. Di6u khoin thi hirnh

. Sd Th6ng tin vd Truy€n thdng chri tri, ph6i hqrp voi c6c co quan, don vi
tri6n khai thUc hiqn Quy chd ndy.

. frorg qu6 trinh thgc hiQn n6u c6 phdt sinh kh6.khdn, vu6ng mic cAn sua

d6i, bO sung c6c ccv quan, dcrn vi ki.p thdi b6o cfuo v6 So Th6ng tin vd Truydn
.A

th6ng t6ng hqp trinh UBND tinh xem x6t, quy6t dinh ./.

TM. OY gA.x NHAN pAx
TICII
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DAM BAO AN TO.\\. .$,I NINiH CHO HE THONG THONG TN.

fnh sSch an toin, an ninh thdng tin:
Chi thi vd hucrng dAn vO an todn, an ninh thdng tin.

2. An ninh t6 chrl'c:
'\a) Ha tdng an ninh thong tin: Quin ly an ninh th6ng tin trong t6 chric;

b) An ninh d6i v6i b6n truy c4p thir ba: Duy tri an ninh cho c6c phucrng ti6n
xri ly thdng tin cta c6c t6 chuc r-a tdi sirn th6ng tin do c6c b6n thir ba truy c4p.

3. Phin loSi vh ki6m so6t tii sin:
a) Tr6ch nhiQm gi6i trinh tiri sAn: Duy tri b6o vQ tdi s6n;

b) PhAn loai th6ng tin tdi san: D6m bao m5i loai tdi s6n c6 mric b6o vp thfch
hqp.

4. An ninh c6 nhin:
a) An ninh trong dinh nghia cdng vi6c vd ng.rdn nhAn luc: GiAm nii ro do

crlc hAnh vi sai s6t cria con nguoi;

b) Edo tA9 ngyoi su dpng:.Dim b6o ngucri su dpng nhfln thric dugc c6c m6i
de dga vd cilc vdn <16 li6n quan ddn an ninh th6ng tin;

. c) OOi pnO v6i c6c sg c5 an ninh: Gi6m thi6u thipt hai tri c5c tryc tr[c v]r su
cO an ninh, theo ddi, rirt kinh nghiQm.

5. An ninh m6i trudng vir v{t ly:

a) Pham vi an ninh: Ngdn ngua viQc truy cdp, gdy h4i vd can thiQp tr6i phdp
vdo vlrng an ninh vd th6ng tin nghiQp 4r;

b) A" ninh thi6t bi: DO trfuih m6t 
^itt,l5i 

ho4c c6c sg cO kh6c li6n quan d6n
tdi s6n gety hnh hu&ng toi cilc hopt d6ng nghiOp vp;

r -..i \ r\ r . ic) Ki6m so6t chung: Ngdn ngira ldm hai hopc danh cdp th6ng tin vd c6c
phuong ti€n xir ly th6ng tin.

6. Quin lf truydn th6ng vir ho4t tlQng:

a) Thir tgc vf,n henh vd tr6ch nhiQm v4n hdnh hQ th6ng: Dim b6o c6c
phuong ti6n xir ly th6ng tin hoat dOng dirng vd an todn;

b) Lflp k5 hoach hQ th6ng vd cdng nhdn: Gi6m thi6u rui ro vd l5i hQ th6ng;

. c) 86o v0 ch6ng lai ph6n -d- "a 
y gay h4i: Bio vQ tinh todn ven cua phAn

m6m th6ng tin;

d) C6ng viOc quAn ly: Duy tri tinh toirn vgn vd sin shng cta dich vr,r truydn
dat vlr xt ly th6ng tin;

d) QuAn tri mang: DAm bAo viQc an todn, an ninh th6ng tin tr€n m?ng vd b6o
vQ co so h4 tAng k! thuQt;



g) Trao ddi th6ng tin: Ngdn ngria mdt
tin dugc trao d6i grfta c\c dcrn vi.

7. Ki6m soit truy cip:
a) Cilc y6u cAu nghiQp vU dOi voi ki€m so6t truy cQp: Ki6m so6t truy cdp.'

th6ng tin; . 
:

b) Quin ly truy cpp ngtrdi dung: O6 tranh c6c truy cpp kh6ng dugc c6p phdp

vdo hQ th6ng;

c) Tr6ch nhiQm cria ngudi dung: d6 tranh chc truy cfp cua ngucri dung

kh6ng dugc cdp ph6p;

d) Ki6m so6t truy cfp mang: Bio v€ c6c dfch vp mang;

d) Ki6m so6t truy cflp hq di6u hdnh: Tr6nh truy c4p vdo c6c m5y tinh kh6ng

dugc ph6p;

g) Ki6m so6t truy cflp ring dr,rng: Trdnh truy cpp tr6i ph6p vdo hQ th6ng;

h) Gi6m s6t truy cQp lre thting vh gi5m s6t str dung he th6ng: DO ph6t hiQn

c6c ho4t ctQng kh6ng dugc cAp phdp;

i) Ki6m so6t truy cpp tu xa: DAm b6o an todn, an ninh th6ng tin khi su dqng

c6c phucmg tign di dQng.

8. Phft tri6n vir duy tri hQ th5ng:

a) Ydu .A., un ninh d6i voi c6c hQ.t-h6.ng: Oe aam b6o c6c y6u cAu an ninh
dugc dua vdo trong qu6 trinh xAy dpg he th6ng;

b) A" ninh trong hQ th6ng rmg dpng: D6 ng[n .ngira ^at ^6t, 
thay d6i hodc

14m dgng ccv s0 dir liQu nguoi sri dpng trong c6c hQ th6ng img dpng;

c) C6c ki€m so6t mft m5 h6a: OC Uao v9 tfnh tin cQy, x6c thpc ho{c toirn

vgn cira thdng tin;

d) A" ninh c6c File hp th5ng: D6m b6o ring c6c du 6n cdng nghe th6ng tin
vd c6c hopt dQng h5 trg dugc quin ly mQt crich an todn;

ct) An ninh qu6 trinh h5 trq vd ph6t tri6n: Duy tri an ninh cta phAn m6m vh

th6ng tin hQ th6ng img dpng.

9. SU tuin thfr:

a) TuAn thri c6c y6u cau phSp ly: D6 tr6nh Uat.tcy c6c,v\ pham 1u0t hinh su

vir ddn su, c6c nghia vp c6 tinh lupt ph5p, nguydn tdt vd bat ky yOu c6u an ninh

ndo;

b) So6t x6t cria chfnh sSch an ninh vd ydu cAu k! thu4t *da-.bAo viQc tuAn

thri cria hQ th6ng v6r cic chinh s6ch vd ti6u chudn an ninh cua T6 qu6c;

c) Xem xdt ki6m tra hQ th6ng: OC tOi da tinh hiqu lUc dd giAm thi6u sW can

thiQp t6i quy trinh ki6m tra hQ th6ng do.
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Nt eAo A-\ TOAN, AN NI\IH rudxc rnl

k6 ho4ch bio v6 an toin cho hQ thiing th6ng tin
- Thenh lap b0 phfln qu,in l,! antodn, an ninh th6ng tin.

- Xdy dWng dinh huon,s co bAn cho c6ng t6c damb6o an todn, an ninh th6ng
tin trong d6 chi rd:

* Muc ti6u ngin hgn vd ddi h4n.

+ Phuong huong va vIn ban ph6p quy', ti€u chuAn cAn tuAn thtr vd tham
khio.

* tloc lugng nhan lgc va kinh phf itAu tu.
r ^ t At- Lap k€ hoach x6y Fng he thdng bio vd an todn, an ninh th6ng tin:

- Xdc dinh vi phan lo4i c6c nguy co gAy su cd an todn, an ninh th6ng tin.
* Ite so6t I'd lAp s6ch cdc d6i tuqng cAn duoc b6o v€ v6i nhirng m6 tA

da1- <In r-d: nhiQm r-u; chric r"qg; myc dQ qu; trgng vd c6c dac clitim dol tuqng
(doi tuqrng o da)- co th6 ld phAn mdm, m6y chri, quy trinh t6c nghidp thu6c co
quan, tlon vi...)

XAy dpg phucrng 5n dhm b6o an todn cho crlc <16i tugng trong danh s6ch
cAn dugcb6o v6: Nguy6n t6c quan ly,uan hdnh; circ gihiphdp b6oig vd khic

iApnuc su co...

+ Li€n lac vd phOi trqp ch4t chE v6i Trung tAm Ung ciru khAn c6p m6y tfnh
Vi€t Nam (VNCERT), Sd.Th6ng tin vd Truydn th6ng cfrng nhu c6c co quan, t6
chirc nghi€n cr?u vd cung c6p dich v.u an todn mpng.

+ Lap dg tru kinh phf dAu tu cho hQ th6ng bio vQ.

Bufc 2.Xiy dgng hQ th6ng bio vQ an toin, an ninh thdng tin
- T6 chirc dQi ngfi nh6n vi6n chuy6n tr6ch, dt ndng luc d6m b6o an todn an

ninh th6ng tin.

- XAy dgng hQ th6ng b6o vQ an todn, an ninh th6ng tin theo k€ hoach

Bufc 3. Quin ly vdr vfn hhnh hQ thiing b6o vQ an toin, an ninh thdng
tin

- Van hdnh vd qu6n ly chat chd trang thitlt bi, phAn -A- theo dring quy dinh
dd d4t ra.

. - Khi phSt hi6n sU c0 cAn nhanh ch6ng xdc dinh nguy6n nh6n, tim bi€n phSp
khdc phUc vd b6o c6o su cd cho c6c co quan chric ndng.

- Cdi dpt dAy dt vd thulng xuy6n cdp nhpt phAn -d- theo hu6ng d6n ctra
lr

nna cung cap"

Bufc 4. Ki6m tra dinh giri hogt ttQng cria hQ thiing bio vQ an toin, an
ninh th6ng tin
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- Thucrng xuyen ki6m tra gihmsit c6c ho?t dQn g ctn hQ th6ng bi'o vQ an

todrn an ninh th6ng iin noi ri6ng .irrg hlutodn bO he th6ng thdng tin n6i chung'

' - 86o c6o t6ng t<tit tintr hinh theo

Bufc 5. 86o tri vi ning c6P hQ

Thudng xuY€n ki6m tra vir b6o

tin. Cdn nhanh ch6ng md rQng, ndng cdp
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